
 

Ordinance on the Minimum Requirements of Network and Information Security 

Adopted by Council of Ministers Decree No. 186 of July 26, 2019, published in State Gazette, No. 
59 of July 26, 2019, effective from July 26, 2019, amended by State Gazette, No. 36 of May 13, 
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Chapter One: GENERAL PROVISIONS 

Scope 

Art. 1. (1) This regulation applies to the following entities: 

1. Administrative authorities; 

2. Operators of essential services as defined by the Cybersecurity Act concerning their 
networks and information systems used in providing essential services; 

3. Providers of digital services as defined by the Cybersecurity Act concerning their 
networks and information systems used in providing digital services; 

4. Entities performing public functions not defined as operators of essential services by the 
Cybersecurity Act when they provide administrative services electronically; 

5. Organizations providing public services not defined as operators of essential services or 
providers of digital services by the Cybersecurity Act when these organizations provide 
administrative services electronically.  

(2) The regulation governs: 

1 Requirements for minimum measures for network and information security; 

2 Recommended measures for network and information security; 

3 Rules for conducting compliance checks with the requirements of this regulation; 

4 The procedure for maintaining, storing, and accessing the register of essential services 
according to Article 6 of the Cybersecurity Act; 

5 The format of incident notification forms. 

Principles 

Art. 2. (1) The measures for network and information security are organizational, technological, 
and technical by nature and are applied in accordance with the specifics of the entity's activities. 
They must be suitable and proportional to the risks in achieving the main objectives of network 
and information security.  

(2) The measures outlined in paragraph 1 ensure the primary objectives of network and 
information security, namely the preservation of the availability, integrity (completeness and 
availability), and confidentiality of information throughout its entire lifecycle (creation, 



processing, storage, transmission, and destruction) within and through the entity's information 
and communication systems.  

(3) The measures outlined in paragraph 1 comply with the requirements of national legislation, 
European Union regulations, and standards adopted and applied by the entity, taking into account 
short-term, primary, and general security risks for the respective sector. 

(4) The measures for network and information security are implemented in accordance with 
applicable international standards listed in Appendix No. 1, recommendations from software and 
hardware manufacturers and suppliers, and best practices recommended by leading security 
organizations.  

(5) The measures outlined in paragraph 1 must be: 

1. Diverse – Achieving each objective of network and information security involves 
different types and specifics of measures, creating a condition for multilayered protection, 
or "defense in depth"; 

2. Specific and easily understandable to ensure that the measures are effectively 
implemented; 

3. Effective – To have the greatest impact on potential threats, avoiding unnecessary 
resource expenditure; 

4. Proportional to the risks – To achieve an optimal balance between costs and benefits in 
achieving the objectives of network and information security; 

5. Verifiable – To ensure that the entity can provide evidence to the competent national 
authority according to Article 16 of the Cybersecurity Act of effective implementation in 
compliance with Article 16, Paragraph 3 of the same Act. (6) The minimum measures for 
network and information security specified in this regulation are not tied to specific 
technologies. 

Chapter Two: MINIMUM MEASURES FOR NETWORK AND INFORMATION 
SECURITY 

Section I: Management of Network and Information Security 

Allocation of Roles and Responsibilities 

Art. 3. (1) The administrative authority or, accordingly, the head of the entity according to 
Article 1, Paragraph 1, Items 2 – 5: 

1. Bears direct responsibility for network and information security within the scope of the 
regulation, even when activities are delegated to third parties; 

2. Creates conditions for the implementation of a comprehensive system of measures for 
managing this security according to the international standard BDS ISO/IEC 27001; the 
system covers all security areas affecting the entity's network and information security, 
including physical security of information and communication systems; 



3. Provides the necessary resources for implementing proportional and adequate 
organizational, technical, and technological measures, ensuring a high level of network 
and information security within the scope of the regulation; 

4. Exercises control over the level of network and information security by: a) Organizing 
audits according to Article 35, Paragraph 1, Items 1 and 3 to prove compliance with the 
requirements of legal acts and adopted standards; b) Conducting at least once a year a 
periodic review of network and information security and the adequacy of the measures 
taken; 

5. Defines, documents, and enforces responsibilities for the execution, control, and 
awareness of all processes and activities related to the development, maintenance, and 
operation of information and communication systems, adhering to the principle that one 
person cannot control their own activities.  

(2) The person specified in paragraph 1 designates a staff member or administrative unit 
responsible for network and information security, as follows: 

1 The staff member or unit responsible for network and information security reports 
directly to the administrative authority or, accordingly, to the head of the entity according 
to Article 1, Paragraph 1, Items 2 – 5 for direct reporting on the status and issues related 
to network and information security; 

2 Recommended functions of the staff member or unit responsible for network and 
information security are described in Appendix No. 6. (3) When the entity has territorial 
structures and distributed information systems, a staff member responsible for network 
and information security is designated for each of these structures. 

Security Policy 

Art. 4. (1) Entities develop and adopt their own network and information security policy, which 
is reviewed regularly but not less than once a year, and updated as necessary.  

(2) The policy includes the strategic objectives of the entity for network and information security 
and the approach to achieving them in accordance with its overall strategic and operational goals, 
legal acts, contracts, current and potential internal and external threats to achieving these goals, 
and information security.  

(3) The policy addresses or includes all relevant specific security policies for information and 
communication systems, such as information exchange, use of mobile devices, remote work, use 
of cryptographic mechanisms, access management and authentication, development of new 
systems, incident management, relations with third parties, employee training and awareness 
regarding network and information security, and others. 

Documented Information 

Art. 5. (1) To minimize losses from incidents by reducing response and resolution times, as well 
as to reduce the likelihood of incidents caused by human error, the entity maintains the following 
documentation: 



1.Description of information assets; 

2. Physical network topology; 
3. Logical diagram of information flows; 
4. Documentation of the structural cabling system; 
5. Technical, operational, and user documentation of the information and communication systems 
and their components; 
6. Instructions/internal rules for each activity related to the administration, operation, and 
maintenance of hardware and software; 
7. Internal rules for employees specifying their rights and duties as users of services provided 
through information and communication systems, such as using personal computers, accessing 
corporate network resources, generating and storing passwords, internet access, working with 
email, document management systems, and other internal systems, printing, faxing, using 
removable electronic storage media, using portable recording devices, etc. 
(2) The documentation referred to in paragraph 1 must be: 

1. Clearly identified with a title, version, date, author, number, etc.; 
2. Maintained in an up-to-date state, reviewed and updated at least annually; 
3. Approved by the administrative authority or, accordingly, by the head of the entity under 

Article 1, Paragraph 1, Items 2 – 5, or an authorized person; 
4. Classified according to Article 6; 
5. Accessible only to those individuals who need it for their official duties. 

(3) The entity maintains information that irrefutably proves compliance with the 
requirements of this regulation. 

(4) Information referred to in paragraph 3: 
1. Is kept up-to-date; 
2. Is accessible only to: 

a) Those individuals who need it for their official duties based on employment, official, or 
contractual relationships; 
b) Representatives of the relevant national competent authorities according to Article 16, 
Paragraph 5 of the Cybersecurity Act; 
c) Other organizations authorized by law or contractual agreements.** 

Classification of Information 
Art. 6. (1) The entity adopts internal rules according to Article 5, Paragraph 1, Items 6 and 7 

for the classification of information, specifying how information should be marked, used, 
processed, exchanged, stored, and destroyed. Recommended classification is provided in Appendix 
No. 2. 
(2) The rules under paragraph 1 ensure sufficient, adequate, and proportional protection of 
information in relation to its importance, sensitivity, and legal requirements. 
(3) Classification under paragraph 1 also applies to all resources involved in creating, processing, 
storing, transmitting, and destroying information. Appropriate protection mechanisms, 
corresponding to the threats identified by the entity, must be applied. 
(4) The classification level must be appropriately marked on documented information. 
(5) Classification levels used for information security under the Classified Information Protection 
Act and their markings are not allowed for use in classification under this regulation. 
(6) Unclassified information is available for general use, adhering to standard copyright rules and 
does not require protection mechanisms. 
(7) When exchanging information, the TLP (Traffic Light Protocol) classification is used according 



to Appendix No. 2. 
Risk Management 
Art. 7. (1) The entity performs a risk analysis and assessment for network and information 

security regularly, but not less than once a year, or when significant changes occur in objectives, 
internal and external operating conditions, information and communication infrastructure, 
activities, or processes within the scope of this regulation. 
(2) The risk analysis and assessment are documented processes according to Article 5, Paragraph 
1, Item 6, specifying levels of unacceptable risk and responsibilities of individuals involved in 
various stages of the process. 
(3) The risk analysis and assessment are conducted using a methodology that ensures comparable, 
relatively objective, and repeatable results. The methodology is approved by the administrative 
authority or, accordingly, by the head of the entity under Article 1, Paragraph 1, Items 2 – 5, and 
is accessible to the individuals assigned to participate in the process. A recommended methodology 
according to Appendix No. 3 may be applied. 
(4) Based on the risk analysis and assessment, the entity prepares a risk mitigation plan, including 
at least: 

1. Appropriate and proportional measures to mitigate unacceptable risks; 
2. Necessary resources for implementing these measures; 
3. Timelines for implementing the measures; 
4. Responsible individuals. 

Management of Information Assets 
Art. 8. (1) The entity adopts internal rules according to Article 5, Paragraph 1, Item 6, 

governing the lifecycle management process of information and communication systems and their 
components. The internal rules should clearly specify the conditions, methods, and procedures for 
acquisition, deployment, maintenance, relocation/removal, decommissioning, and destruction of 
information and communication systems and their components. 
(2) The description of information assets according to Article 5, Paragraph 1, Item 1 contains 
information necessary for incident resolution, risk analysis and assessment, vulnerability 
management, and change management, including: 

1. Unique identification, such as inventory number, serial number, or other; 
2. Key characteristics; 
3. Services, processes, and activities in which it participates; 
4. Location; 
5. Year of manufacture, where applicable; 
6. Date of deployment, where applicable; 
7. Version, where applicable; 
8. Location of related documentation (technical, operational, user, etc.); 
9. Responsible person. 

Human Resources Security 
Art. 9. (1) To reduce the risk of incidents, whether intentional or unintentional, caused by 

employees, the entity ensures through internal rules and instructions that employees involved in 
processes and activities within the scope of the regulation have the appropriate qualifications, 
knowledge, and skills to fulfill their responsibilities. 

 (2) The internal rules under paragraph 1 regulate: 



1. The hiring process in accordance with applicable laws and regulations, professional 
ethics, and requirements related to their activities – information classification they have 
access to and the associated risks; 

2. Responsibilities and obligations regarding information security upon termination or 
change of employment/contractual relationships; 

3. Disciplinary procedures for individuals under paragraph 1 who have violated the network 
and information security policy and internal rules. 

(3) Responsibilities of individuals under paragraph 1 regarding information security are 
documented with clearly defined deadlines and obligations. 

(4) The entity ensures network and information security through: 

1. Appropriate professional training to enhance employees' qualifications in line with the 
technology and systems used; 

2. Periodic briefings to increase employees' awareness regarding network and information 
security; briefings are conducted according to an established schedule and are 
documented in a way that ensures traceability. 

Management of Interactions with Third Parties 

Art. 10. (1) When establishing relationships with suppliers of goods and services, referred to as 
"third parties," the entity must contract network and information security requirements, including: 

1. Information security related to third parties’ access to the entity's information and assets; 

2. Proof that the third party also applies adequate network and information security 
measures, including clauses for demonstrating these measures through documentation 
and/or audits; 

3. Supply chain transparency; the third party must be able to prove the origin and security of 
the offered resource/service; 

4. Consequences for non-compliance with information security requirements; 

5. Liability for failure to meet agreed deadlines, quantity, and/or quality of service, which 
could pose a risk to achieving network and information security objectives; 

6. Interaction in the event of an incident, including at least: contact points, reporting 
procedures, response times, recovery times, and conditions for closing the incident. 

(2) The entity designates an employee/employees responsible for ensuring compliance with the 
requirements in paragraph 1 and service level parameters. 

(3) The entity develops an action plan in case of non-compliance with the agreed activities and 
clauses with the third party. 

Management of Changes to Information Assets 



Art. 11. (1) The entity adopts internal rules for managing changes to critical information assets in 
accordance with Article 5, Paragraph 1, Item 6, aimed at reducing the risk of incidents resulting 
from changes to critical information assets, specifically in information and communication 
systems and their supporting infrastructure, processes, activities, configurations, software, or 
firmware. 
(2) Before implementing a change, the entity must conduct a risk analysis and assessment in 
accordance with Article 7. 
(3) Changes are to be: 

1. Planned, with deadlines and responsibilities for each activity to be performed before, 
during, and after the change; 

2. Coordinated in advance with all parties responsible for processes and activities within the 
scope of the regulation; 

3. Approved by the administrative authority, or, accordingly, by the head of the entity under 
Article 1, Paragraph 1, Items 2 – 5, or an authorized person; 

4. Appropriately communicated to all interested parties; communication to interested parties 
must be at least 3 days before the change is made; 

5. Tested in a test environment. 

(4) The entity develops a rollback plan to revert systems to their previous state to minimize the 
duration of a potential incident resulting from the change. 

  Security in Development and Acquisition of Information and Communication Systems 

Art. 12. (1) When developing projects and technical requirements, the entity includes adequate 
and comprehensive requirements for network and information security based on risk analysis and 
assessment, to ensure that the required level of security for information, networks, and 
information systems is embedded at the development and implementation stages. 

(2) The entity introduces new information and communication systems in a planned manner and 
after successful and documented tests demonstrating the protection of information from loss of 
availability, integrity, and confidentiality. 

Section II 
Protection 

Segregation 

Art. 13. (1) The entity maintains information and communication infrastructure that ensures that 
information and communication systems performing different functions are physically and/or 
logically separated and isolated from each other, as well as from the information and 
communication systems of third parties, to limit the spread of network and information security 
incidents. 
(2) If a system consists of subsystems, their separation must occur at the final physical or logical 
level, such as having the web server, application server, and database server of an information 
system located on different machines and in different networks. 



Traffic Filtering 

Art. 14. (1) The entity ensures that traffic between different systems and their subsystems is 
controlled through appropriate filtering (by IP address, protocol, Transmission Control Protocol 
(TCP)/Internet Protocol (IP) stack port number, etc.) to prevent potential attacks and limit the 
spread of incidents. Traffic filtering must be based on predefined and approved rules, which are 
regularly checked for unauthorized changes and updated in light of emerging threats. 
(2) Unnecessary ports for TCP and User Datagram Protocol (UDP) should be blocked through 
appropriate configuration of software solutions, hardware devices, and traffic protection and 
control equipment. 

Unauthorized Use of Devices 

Art. 15. (1) The entity adopts clearly defined policies regarding the use of: 

1. personal technical devices within the network it controls; 

2. portable storage devices. 
(2) The policies are reflected in internal rules, with appropriate and reciprocal measures 
being taken to implement them. 

Cryptography 

Art. 16. (1) The entity develops policies and internal rules according to Article 5, Paragraph 1, 
Item 6 for implementing cryptographic mechanisms used to ensure the confidentiality and 
integrity of sensitive information in accordance with its classification. 
(2) Cryptographic mechanisms are aligned with the vulnerability of information to threats to its 
confidentiality and integrity and with regulatory and compliance requirements for its creation, 
storage, and transmission. 

Administration of Information and Communication Systems 

Art. 17. (1) The entity implements the following measures to protect administrative profiles for 
information and communication systems and their components: 

1. Default or manufacturer-supplied administrator credentials are changed before 
deployment; 

2. Administrator profiles are personal; 

3. Administrator profiles are used only for administrative purposes; 

4. Administrator profiles are created only for employees performing administrative 
operations (installation, configuration, management, maintenance, etc.); 

5. Each administrator account’s rights are limited to the functional and technical perimeter 
of each administrator; 

6. Authentication data for administrator accounts: 
a) are unique for each system; 
b) have the highest complexity allowed by the system or its component; 



c) are physically and logically protected, with access limited to authorized representatives 
of the entity; 

7. A list of administrator profiles for information and communication systems and their 
components is maintained; 

8. If an administrator cannot perform their functions due to objective reasons, their 
administrative account rights are suspended for the relevant period; 

9. An annual review of administrator profiles is conducted to verify their validity. 
(2) Administrator passwords must be changed: 

1 Periodically – at least once a year; 

2 Upon termination of contractual relationships with employees or third parties who knew 
these credentials; 

3 In case of a network and information security breach. 
(3) All operations, processes, and activities in information and communication systems 
and their components performed with administrative rights are documented according to 
Article 5, Paragraphs 3 and 4 for each administrator profile and in compliance with 
Article 29, Paragraphs 2, 4, 5, and 6. 
(4) Documentation under Paragraph 3 does not include or store passwords of 
administrative profiles in plain text or hash format. 

Administration Environment 

Art. 18. (1) The entity uses a separate, suitably secured environment (network, system, software, 
etc.) for administering information and communication systems and their components. This 
environment must be isolated from other information and communication systems of the entity 
and the internet and must not be used for other purposes. 
(2) If administration of information and communication systems and their components is not 
carried out through the environment specified in Paragraph 1, the information flows must be 
protected by authentication and encryption mechanisms. 

Access Management 

Art. 19. The entity is obliged to grant access to its information and communication systems to a 
user or automated process only when this access is strictly necessary for the user to perform their 
duties or for the automated process to execute necessary technical operations. To ensure that 
access to its information and communication systems is only granted to authorized users, devices 
(including other information systems), and automated processes, the entity: 

1. Defines in its internal rules according to Article 5, Paragraph 1, Item 6: 
a) access rights to specific information assets for employees based on their positions; 
b) procedures for requesting, changing, and terminating access; 

2. Implements mandatory authentication, authorization, and audit measures for computer 
networks and systems, including requirements for password complexity; if passwords are 
used: 



a) they must include uppercase and lowercase letters, numbers, and special characters; 
b) their length must be at least 8 characters for user profiles and 12 characters for 
administrator profiles; 
c) user passwords must be changed regularly, not more than every six months; 

3. Ensures that user profiles are individual; profiles with the lowest level of access necessary 
for job duties should be used in daily operations; 

4. Ensures that individuals authorized to request, change, and terminate access, as defined in 
internal rules under Item 1, Letter "b," perform regular reviews of accesses, at least once a 
year; these reviews establish whether all individuals with access to the network, specific 
systems, and/or applications are entitled to it according to their duties, whether external 
parties have access and what type it is (former employees, third-party representatives); 
administrators of the respective information and communication systems provide 
authorized individuals with a list of all those with system access and their access levels, 
and authorized individuals document confirmation or provide instructions for changes; 

5. Limits the granting of privileged access (higher access level or access to systems that the 
person should not have access to according to internal rules under Paragraph 1); 
privileged access should be granted only for a specific period and actions with it should 
be monitored; 

6. Ensures that access to shared files and printers is permitted only from the network 
controlled by the entity. 

Protection for Remote Access/Telecommuting 

Art. 20. When remote access to information assets outside the network controlled by the entity is 
necessary, the requirements of Article 19 are adhered to, including: 

1. Using at least two-factor authentication; 

2. Using only high-protection channels such as Virtual Private Network (VPN); 

3. Not using File Transfer Protocol (FTP) and Remote Desktop Connection. 

Hardware Protection 

Art. 21. (1) To reduce the risk of incidents caused by technical failures, the entity: 

1. Ensures environmental and mechanical conditions as specified by the manufacturer; 

2. Monitors the parameters of conditions specified in Item 1; 

3. Conducts planned regular technical maintenance of devices in accordance with its 
lifecycle policy. 
(2) To reduce the risk of unauthorized access, the entity must place devices in physically 
and logically protected zones in accordance with the information classification they 
handle. 

Software and Firmware Protection 



Art. 22. (1) The entity installs and maintains only versions of software and firmware used in its 
systems that are supported by their suppliers or manufacturers and are up-to-date from a security 
perspective. 
(2) The administrative authority, or the head of the entity according to Article 1, Paragraph 1, 
Items 2 – 5, approves the software used in information and communication systems. 
(3) The entity maintains a library of software and firmware distributions to reduce recovery time 
after a system failure. 
(4) The entity takes measures to: 

1. Prevent the installation and use of unauthorized software and firmware. 

 2. Control Over Used Software and Firmware, Including Their Currency 

(5) The subject adopts internal rules and instructions to regulate actions regarding: 

1. Maintaining the library of software and firmware distributions in an up-to-date state; 

2. Managing access to it; 

3. Tracking newly discovered security vulnerabilities in the software and firmware used in 
its systems and for their updates (new versions, patches) or mitigation measures published 
by manufacturers or suppliers; 

4. Acquiring and verifying the origin and integrity of updates before installation; 

5. Applying updates and recommended measures in accordance with the provisions of 
Article 11. 

(6) The subject ensures that devices and systems are configured in accordance with the security 
recommendations of their respective suppliers or manufacturers, as well as the requirements of 
Appendix No. 4. 

(7) The subject maintains an offline copy of current configuration files and/or a description of 
settings, with controlled access to them. The copies must be regularly checked for quality and 
suitability. 

(8) The subject regularly checks configuration files and settings of systems and devices for 
unauthorized changes. 

 
Protection Against Malicious Software 

Article 23 
(1) The subject implements appropriate measures for protection against intrusion and for 
detecting and dealing with malicious software in its information and communication 
infrastructure. 

(2) Measures for protection against malicious software must: 

1. Be applied to all components of information and communication systems where possible; 



2. Be kept up to date to protect against newly discovered threats. 

(3) Measures for protection against malicious software should allow: 

1. Performing a full check for malicious software at least once a week where applicable; 

2. Checking email and files downloaded from the Internet, as well as portable storage 
devices, before they are opened. 

(4) The subject regularly assesses the effectiveness of the measures for protection against 
malicious software and takes action to improve protection if weaknesses are identified. 

 
Protection of Web Servers 

Article 24 
(1) The subject takes the following measures to protect web servers: 

1. Install a certificate on the web servers issued by a trusted certification authority system. 
The certificate must: a. Be issued for the respective website or group of sites and be 
unique; b. Use at least SHA2 encryption algorithm; c. Be current, with expired certificates 
being revoked. 

2. Ensure that the website is accessible only via Hypertext Transfer Protocol Secure 
(HTTPS), using only cryptographic transport protocols TLS (Transport Layer Security) 
version 1.2, defined in RFC 5246 of IETF (The Internet Engineering Task Force) in 2008, 
version 1.3, defined in RFC 8446 of IETF in 2018, or newer versions. 

3. Apply encryption requirements for information exchanged between the web server and its 
users as specified in Article 16, considering restrictions published in IETF RFCs on 
encryption methods in cryptographic transport protocols. 

4. Implement a suitable Web Application Firewall (WAF) to monitor and filter traffic to and 
from the application to protect against attacks like Cross-Site Request Forgery (CSRF), 
Cross-site Scripting (XSS), file inclusion, SQL injection, etc. 

5. Prevent data input from users except at designated locations. 

6. Validate all input data from clients, including content provided by users and browser 
content such as headers of referrer and user agent. 

7. Ensure that application software does not allow input of special characters, especially 
those used in SQL queries. 

8. Encode all client-sent data displayed on web pages with HTML to ensure that content is 
displayed as text rather than HTML elements or JavaScript. 

9. Protect against Denial of Service (DoS) attacks by: a. Enforcing request limits, especially 
maximum content length, maximum request length, and maximum URL length; b. 
Configuring the type and size of headers that the web server will accept; c. Limiting 



connection timeouts, wait times for request headers, and minimum bytes per second for 
request responses to mitigate slow HTTP attacks. 

10. Implement limits on the number of failed login attempts to protect against brute force 
attacks. 

11. Avoid displaying directory listings. 

12. Ensure cookies have: a. A security flag – instructs the browser that the cookie is 
accessible only through secure SSL channels; b. An HTTP only flag – instructs the 
browser that the cookie is accessible only from the server, not from client-side scripts. 

13. Include headers in response to requests that ensure protection for both the client and the 
website, with options specified in Appendix No. 5. 

14. Place a robot.txt file in the main directory of the website, providing instructions to web 
robots (bots/spiders) on how often to crawl the site and which parts to index. If this file 
does not exist, web robots will crawl the entire site, which poses a risk to information 
confidentiality. 

15. Change the default name of the administrator panel folder when using a Content 
Management System (CMS). 

 
Protection of Domain Name System (DNS) 

Article 25 
The subject must take the following measures to protect DNS: 

1. If using more than one DNS server, ensure that each is located in a different 
network/subnetwork; 

2. Apply DNSSEC (Domain Name System Security Extensions); 

3. Minimize DNS queries according to RFC 7816 of IETF from 2016; 

4. Prohibit zone transfers – malicious actors can quickly determine all hosts in a zone via 
DNS zone transfers, gather domain information, select attack targets, discover unused IP 
addresses, and bypass network access controls to steal information; 

5. Include in the configuration file: a. DMARC (Domain-based Message Authentication, 
Reporting and Conformance) record; b. SPF (Sender Policy Framework) record. 

 
Physical Security 

Article 26 
(1) The subject provides physical protection for information assets by implementing adequate and 
proportional measures against unauthorized physical access. Measures must ensure the 
availability, integrity, and confidentiality of information assets. 



(2) The subject ensures protection of information assets from fire, flooding, chemical, and 
physical changes in air through appropriate measures in accordance with regulations. 

(3) To ensure the effectiveness of the measures in paragraphs 1 and 2, the subject performs 
appropriate monitoring. 

 
Protection of Industrial Control Systems 

Article 27 
If the subject uses industrial control systems that are crucial to the essential services provided, it 
must apply appropriate measures for their protection in accordance with the requirements of the 
regulations, if applicable. 

 
Monitoring 

Article 28 
(1) The subject uses a system/systems for automatic detection of events that may affect the 
network and information security of its critical systems by analyzing information flows, 
protocols, and files passing through key devices positioned to analyze all flows exchanged 
between its own information and communication systems and those of third parties. 

(2) The subject organizes actions for monitoring and responding to signals from this/those 
system/systems through internal rules and/or instructions. 

ystem Logs 

Article 29 
Regarding system logs, the subject ensures that: 

1. On application servers supporting critical activities, system infrastructure servers, network 
infrastructure servers, security devices, engineering and maintenance stations for 
industrial systems, network equipment, and administrator workstations, all events related 
to at least user authentication, profile management, access rights, changes to security 
policies, and the operation of information and communication systems are automatically 
logged; 

2. Each log entry for these events includes the exact timestamp of when the event occurred; 

3. All system components maintain synchronized time in accordance with: a. BDS ISO 
8601-1 "Date and Time. Representations for Information Exchange. Part 1: Basic Rules" 
and BDS ISO 8601-2 "Date and Time. Representations for Information Exchange. Part 2: 
Extensions"; events of legal or technical significance are recorded with precision up to the 
year, date, hour, minute, and second, and where technological necessity requires, up to 
milliseconds; b. For clock synchronization of components of information and 
communication systems, the NTP V4 (Network Time Protocol, version 4.0 and 
subsequent versions) protocol based on RFC 5905 of IETF from 2010 should be used, 
ensuring timekeeping in UTC (Coordinated Universal Time) or an equivalent time scale; 



4. Access to the information in paragraph 1 is restricted to individuals responsible for 
monitoring as defined in Article 30, for resolving incidents related to network and 
information security, for uncovering and investigating serious crimes and crimes under 
Articles 319a – 319e of the Penal Code in accordance with Article 14, paragraph 4, item 2 
and Article 15, paragraph 3, item 3 of the Cybersecurity Act; access to this information 
must be read-only; 

5. Information in paragraph 1 is archived and stored for a period of no less than twelve 
months, in compliance with the requirements of Article 32; 

6. The subject must be able to correlate information from paragraph 1 from different sources 
and analyze it to detect events affecting network and information security. 

 
Management of Network and Information Security Incidents 

Article 30 
(1) Internal rules, as defined in Article 5, paragraph 1, item 6, regulate all activities related to 
handling signals and responding to incidents. 

(2) The internal rules in paragraph 1 include: 

1. Procedures for reporting incidents or potential events that negatively impact network and 
information security; 

2. Information about individuals responsible for maintaining the incident log; 

3. Procedures for logging the signal, verifying its authenticity, classifying it, prioritizing it, 
and subsequently informing the reporter; 

4. Procedures for notifying about the incident (functional and hierarchical escalation); 

5. Procedures for providing information on how the incident is resolved; 

6. Procedures for closing the incident; 

7. The process for collecting, storing, and handing over evidence when the incident involves 
legal actions against individuals or organizations, including the necessary records; 

8. Access rights to the incident log. 

(3) The subject develops, reviews, and maintains up-to-date plans for handling incidents that 
would have the most serious impact on network and information security. The plans include 
information on: 

1. The person responsible for organization during an incident; 

2. Notification procedures; 

3. Measures to be taken and the responsible person for these measures; 

4. Consultation procedures; 



5. Procedures for monitoring parameters during the incident; 

6. The person who will collect and store the necessary information, and others. 

(4) The subject develops a communication strategy that defines the procedures for sharing 
information about the incident with employees, partners, suppliers, clients, media, and 
government authorities. 

 
Incident Notification 

Article 31 
(1) In the event of a network and information security incident, the employee or administrative 
unit responsible for network and information security, as defined in Article 3, paragraph 2, must 
notify the relevant sectoral incident response team for computer security incidents within the 
timeframes specified in Article 21, paragraphs 4 and 5, and Article 22 of the Cybersecurity Act. 

(2) For notifications under paragraph 1 and Article 17, paragraph 7 of the Cybersecurity Act, use 
the form specified in Appendix No. 7. 

(3) When fulfilling the requirement of Article 17, paragraph 8 of the Cybersecurity Act, sectoral 
incident response teams for computer security send summarized statistical information about 
incidents to the national computer security incident response team, using the form specified in 
Appendix No. 8. 

(4) If information in paragraphs 2 and 3 is sent by email, it must be appropriately protected 
against unauthorized access and classified according to Article 6, paragraph 7. 

Section III 
Resilience 

Information Backup and Archiving 

Article 32 
(1) Internal rules/instructions, as defined in Article 5, paragraph 1, item 6, are developed in 
accordance with the objectives and strategic guidelines set out in the network and information 
security policy concerning the protection of information integrity in the event of an incident 
affecting its availability. 

(2) The internal rules/instructions in paragraph 1 regulate the processes, related activities, and 
responsibilities for information backup and archiving, including at least: 

1. The information (databases, configuration files, system images, etc.) that will be backed 
up and/or archived; 

2. The technology that will be used for backup and archiving; 

3. The type of backup (incremental, full, etc.); 

4. The frequency of backup and archiving; 



5. The number of copies to be made; 

6. The retention period for each copy in accordance with legal requirements and risk 
assessment; 

7. The storage location of each copy; 

8. The method of protection against unauthorized access (both physical and logical); 

9. The scenarios for use; 

10. The person authorized to approve the use. 

(3) All requirements in paragraph 2 are determined by the information owner or with their 
approval and must align with the recovery time objective to ensure the necessary level of service 
availability. 

(4) When backing up and/or archiving information, the following requirements must be met: 

1. Regular copies must be made in accordance with the risk of data loss and the dynamics of 
its changes; 

2. Information copies must be labeled to clearly indicate at least the content, the system, the 
method used to create the copy, and the date and time; 

3. Copies of sensitive information must be encrypted or at least password-protected; 

4. Information copies must be stored on separate machines and, where possible, in different 
secure networks; 

5. One copy of critical operational information must be stored offline and, if possible, in a 
different building or remote location; 

6. Regular checks must be made to verify the adequacy of backup copies, whether they 
fulfill their intended purposes, and whether the required recovery time is achieved. 

 
Infrastructure Component Backup 

Article 33 
The subject takes appropriate measures, in line with risks, to ensure the level of services and 
activities covered by the regulation, including: 

1. Backup of systems; 

2. Backup of devices; 

3. Load balancing of critical devices or systems; 

4. Backup of data centers. 

 



Business Continuity Plans 

Article 34 
(1) The subject develops action plans for emergencies, natural disasters, or other unforeseen 
circumstances that could disrupt the services they provide, in accordance with the requirements 
of Article 5, paragraph 1, item 6. 

(2) The plans in paragraph 1 include: 

1. The circumstances they address; 

2. The thresholds at which they are activated; 

3. The person authorized to approve their activation; 

4. The procedures for restoring services and activities to a specified level. 

(3) The plans in paragraph 1: 

1. Are tested periodically, but not less than once a year, to check their relevance and to train 
individuals responsible for their implementation; 

2. Are kept up-to-date; 

3. Are accessible only to those responsible for their implementation; 

4. Are stored in at least two locations, one of which is outside the building where the 
systems they concern are located. 

 
Chapter Three 
CONTROL 

Audits 

Article 35 
(1) Compliance with the requirements of Chapter Two and adopted standards is monitored 
through: 

1. Internal audits (first-party), organized by the subject and conducted by its employees or 
by a third party on its behalf; 

2. External audits by second parties, organized by the subject's clients or suppliers; 

3. External audits by third parties, conducted by independent auditing organizations, such as 
regulatory bodies of the executive power or organizations authorized to perform 
accreditation or certification. 

(2) Audits in paragraphs 1, items 2 and 3 are recommended measures. 



(3) Internal audits in paragraph 1, item 1 are carried out in accordance with the BDS EN ISO 
19011 standard "Guidelines for Auditing Management Systems" and the requirements of the 
BDS EN ISO/IEC 17020 standard "Conformity Assessment", observing at least the following: 

1. Audits are conducted periodically, but not less than once a year; 

2. Audits are conducted according to documented and approved procedures, annual 
programs, and plans, which are communicated to the individuals responsible for the 
audited area; 

3. Audits are performed by individuals with qualifications in control and the necessary 
knowledge and professional experience in network and information security; 

4. The auditor adheres to the principles of integrity, impartiality, professionalism, 
independence, and confidentiality; 

5. The auditor cannot audit their own activities; 

6. The audit results are documented and communicated to the employee responsible for the 
audited area; 

7. In case of non-compliance with requirements, the requirement and the identified condition 
are documented in detail, and a deadline for rectification is specified; 

8. Audit results are classified as TLP-AMBER. 

(4) The subject provides audit results to the relevant national competent authority in accordance 
with Article 16, paragraph 5 of the Cybersecurity Act. 

 
Inspections 

Article 36 
(1) (Amended – SG, Issue 47 of 2022, effective from 24.06.2022) Compliance inspections with 
the requirements of Chapter Two, conducted by the Minister of Electronic Government according 
to Article 12, item 6 of the Cybersecurity Act, are performed in accordance with the BDS EN 
ISO 19011 standard "Guidelines for Auditing Management Systems" and the requirements of the 
BDS EN ISO/IEC 17020 standard "Conformity Assessment". 

(2) (Amended – SG, Issue 47 of 2022, effective from 24.06.2022) Inspections are conducted 
according to internal rules documented and approved by the Minister of Electronic Government. 

(3) (Amended – SG, Issue 47 of 2022, effective from 24.06.2022) Inspections are carried out 
according to an annual program approved by the Minister of Electronic Government, which is 
published on the ministry's website by the end of the previous year. 

(4) (Amended – SG, Issue 47 of 2022, effective from 24.06.2022) Inspections outside the 
approved annual program are carried out at the request of a competent authority or at the subject's 
request, but only if there is available resource from the authorized individuals designated by the 
Minister of Electronic Government. 



(5) For each inspection, authorized individuals create a plan, which is reviewed by the 
administrative body or the subject’s head as per Article 1, paragraph 1, items 2–5 – the object of 
the inspection. 

(6) The timing of the inspection is coordinated with the administrative body or the head of the 
audited subject as per Article 1, paragraph 1, items 2–5 – the object of the inspection, no later 
than seven days before the start of the inspection. 

(7) (Amended – SG, Issue 47 of 2022, effective from 24.06.2022) Authorized individuals from 
the Ministry of Electronic Government must have qualifications in control and possess the 
necessary knowledge and professional experience in network and information security. 

(8) Authorized individuals adhere to the principles of integrity, impartiality, professionalism, 
independence, and confidentiality. 

(9) Authorized individuals prepare a report with the results of the inspection within no more than 
10 days after the inspection is completed. The report is classified as TLP-AMBER. 

(10) (Amended – SG, Issue 47 of 2022, effective from 24.06.2022) The report mentioned in 
paragraph 9 also includes the assessment received according to the methodology for evaluating 
network and information security, approved by the Minister of Electronic Government according 
to Article 12, item 7 of the Cybersecurity Act. 

(11) In case of non-compliance found in the report, the requirement and the identified condition 
are documented in detail, specifying a deadline for rectification and, if necessary, 
recommendations on how to address it. 

(12) The report in paragraph 9 may include recommendations for improving the level of network 
and information security. 

(13) (Amended – SG, Issue 47 of 2022, effective from 24.06.2022) The Minister of Electronic 
Government or an authorized representative sends the report from paragraph 9 to the 
administrative body or the head of the subject where the inspection was conducted. 

(14) (Amended – SG, Issue 47 of 2022, effective from 24.06.2022) The Minister of Electronic 
Government or an authorized representative plans follow-up actions for addressing identified 
non-compliances and informs the head of the audited subject as per Article 1, paragraph 1. 

 
Surveys 

Article 37 
(1) For the purposes of Article 16, paragraph 3, item 3 of the Cybersecurity Act, national 
competent authorities also use surveys. 

(2) Surveys relate to the scope of this regulation, as specified in Article 1, paragraph 2. 

(3) Surveys may request information regarding all requirements listed in Chapter Two, specific 
sections of it, or individual articles, regardless of their section. 



(4) Completed surveys are classified as TLP-AMBER. 

Chapter Four 
REGISTER OF ESSENTIAL SERVICES 

Identification of Essential Services and Operators of Essential Services 

Article 38 
(1) Administrative bodies designated by a decision of the Council of Ministers according to 
Article 16, Paragraph 1 of the Cybersecurity Act shall identify and register essential services in 
the relevant sectors and subsectors and the operators providing them. 
(2) For the purposes of Paragraph 1, the administrative bodies shall apply the methodology 
adopted by a decision of the Council of Ministers. 
(3) The administrative bodies referred to in Paragraph 1 shall conduct a review regularly, but not 
less than once every two years, of: 

1. the adequacy of the sector-specific criteria and any thresholds for determining essential 
services as defined in the methodology under Paragraph 2; 

2. the essential services in the relevant sectors and subsectors and the operators providing 
them. 

Classification of Information in the Register of Essential Services 

Article 39 
The information collected according to Article 38 is classified as TLP-RED. 

Maintenance of Information in the Register of Essential Services 

Article 40 
(1) (Amended – SG, issue 47 of 2022, in force from 24.06.2022) The administrative bodies under 
Article 38, Paragraph 1 shall transmit to the Minister of Electronic Government the information 
about essential services in the relevant sectors and subsectors and the operators providing them, 
as specified in Article 6, Paragraph 1 of the Cybersecurity Act, and the information collected as a 
result of implementing Article 38, Paragraph 2 via secure communication channels. 
(2) (Amended – SG, issue 36 of 2022, issue 47 of 2022, in force from 24.06.2022) The Minister 
of Transport and Communications shall transmit via secure communication channels to the 
Minister of Electronic Government the information about all digital services according to recital 
57 of Directive (EU) 2016/1148 of the European Parliament and Council of 6 July 2016 
concerning measures for a high common level of security of networks and information systems 
across the Union (OJ, L 194/1 of 19 July 2016), categorized by type according to Annex 2 to 
Article 4, Paragraph 1, item 2 of the Cybersecurity Act, and the providers offering them. 

Administration 

Article 41 
(Amended – SG, issue 47 of 2022, in force from 24.06.2022) Authorized employees of the 
Minister of Electronic Government administer the Register of Essential Services and enter the 
information received according to Article 38. 



Protection of the Register of Essential Services 

Article 42 
The Register of Essential Services shall be subject to the adequate and applicable minimum 
measures for network and information security as specified in Chapter Two, Section II with the 
clarifications in Article 19, and Section III. 

Access Management to the Register of Essential Services 

Article 43 
(1) Access to the Register of Essential Services is granted to authorized representatives of: 

1. The National Computer Security Incident Response Team as defined in Article 19, 
Paragraph 1 of the Cybersecurity Act, for the performance of its functions under Article 
19, Paragraph 2, items 1 and 10, with access to all information and read-only rights; 

2. Sectoral Computer Security Incident Response Teams as defined in Article 18, Paragraph 
1 of the Cybersecurity Act, for the performance of its functions under Article 18, 
Paragraph 3 and 7 of the Cybersecurity Act, with access only to information related to the 
respective sector and read-only rights; 

3. The National Single Point of Contact as defined in Article 17, Paragraph 1 of the 
Cybersecurity Act, for the performance of its functions under Article 17, Paragraphs 2, 3, 
4, and 7 of the Cybersecurity Act, with access to all information and read-only rights; 

4. National competent authorities as defined in Article 16, Paragraph 1 of the Cybersecurity 
Act, for the performance of their functions under Article 16, Paragraph 11 of the 
Cybersecurity Act, with access only to information related to the respective sector and 
read and edit rights limited to the "contact person" and "contact points" fields. 
(2) Access to the Register is individual, and for this purpose, the administrative bodies 
under Article 38, Paragraph 1 shall submit a list of authorized employees who perform 
functions in the respective national competent authority and sectoral Computer Security 
Incident Response Team. 
(3) (Amended – SG, issue 47 of 2022, in force from 24.06.2022) In the event of changes 
or termination of employment relationships, the administrative body under Article 38, 
Paragraph 1 shall inform the Minister of Electronic Government or an authorized 
representative in writing within one working day of any changes for the correction of 
access to the Register of Essential Services. 
(4) (Amended – SG, issue 47 of 2022, in force from 24.06.2022) Access to the Register is 
granted upon approval by the Minister of Electronic Government or an authorized 
representative. 
(5) Employees under Article 41 who administer the Register of Essential Services shall 
initiate a review of access rights at least once a year in accordance with Article 19, item 4. 
(6) Access to the Register must use at least two-factor authentication. 

ADDITIONAL PROVISIONS 

§ 1 The Regulation complies with: 



1. The group of standards BDS (EN) ISO/IEC 2700x – Information Technology – Security 
Methods – Information Security Management Systems. 

2. Other international standards in the field of information technology and information 
security specified in Annex 1. 

3. Recommendations of the Group of Cooperation on Network and Information Security to 
the European Commission from February 2018 regarding security measures for operators 
of essential services. 

4. Good practices in the field of information and communication technologies recommended 
by leading organizations in network and information security. 

§ 2 For the purposes of this Regulation: 

1. DNSSE (Domain Name System Security Extensions) is a set of extensions to the DNS 
system that adds a method for verifying the authenticity of the DNS information 
published for a domain. DNSSEC verifies the authenticity of DNS information for a 
domain, thereby indirectly protecting the authenticity of all services from that domain and 
the users of those services. 

2. DMARC (Domain-based Message Authentication, Reporting, and Conformance) – a 
record indicating the policies for validating, distributing, and reporting email within the 
domain, according to RFC 7489 of IETF. 

3. SPF (Sender Policy Framework) – a record indicating the method for email 
authentication, according to RFC 7208 of IETF from 2014. The record should be in DNS 
TXT (type 16) Resource Record (RR) format according to RFC 1035 of IETF. 

TRANSITIONAL AND FINAL PROVISIONS 

§ 3 Within 4 months from the entry into force of this Regulation, the entities under Article 1, 
Paragraph 1 shall align their activities with Chapter Two. 
§ 4 This Regulation is adopted based on Article 3, Paragraph 2 of the Cybersecurity Act. 

DECREE NO. 134 
of the Council of Ministers dated 20 June 2022 on the amendment and addition of normative acts 
of the Council of Ministers 
(SG, issue 47 of 2022, in force from 24.06.2022) 
..................................................................................................... 
§ 2 In the Regulation on Minimum Requirements for Network and Information Security, adopted 
by Decree No. 186 of the Council of Ministers of 2019 (published in SG, issue 59 of 2019; 
amended and supplemented, issue 36 of 2022), everywhere the words "Chairman of the State 
Agency for Electronic Government," "Chairman of the State Agency for Electronic 
Government," and "the agency" are replaced with "Minister of Electronic Government," 
"Minister of Electronic Government," and "the Ministry," respectively. 
...................................................................................................... 
Annex 1 
to Article 2, Paragraph 4 



List of Standards in the Field of Network and Information Security 

Standards for Information Security Management 

 BDS EN ISO/IEC 27000 – Information technology – Security techniques – Information 
security management systems – Overview and vocabulary 

 BDS EN ISO/IEC 27001 – Information technology – Security techniques – Information 
security management systems – Requirements 

 BDS EN ISO/IEC 27002 – Information technology – Security techniques – Code of 
practice for information security controls 

 BDS ISO/IEC 27003 – Information technology – Security techniques – Implementation 
guidance for information security management systems 

 BDS ISO/IEC 27004 – Information technology – Security techniques – Information 
security management – Monitoring, measurement, analysis, and evaluation 

 ISO/IEC 27009 – Information technology – Security techniques – Sector-specific 
application of ISO/IEC 27001 – Requirements 

 BDS ISO/IEC 27013 – Information technology – Security techniques – Guidance on the 
integrated implementation of ISO/IEC 27001 and ISO/IEC 20000-1 

 ISO/IEC 27014 – Information technology – Security techniques – Governance of 
information security 

 ISO/IEC 27017 – Information technology – Security techniques – Code of practice for 
information security controls based on ISO/IEC 27002 for cloud services 

 ISO/IEC 29146 – Information technology – Security techniques – A framework for access 
management 

 BDS ISO/IEC 27018 – Information technology – Security techniques – Code of practice 
for protecting personal data (personally identifiable information PII) in public clouds acting 
as PII administrators 

Standards for Risk Management 

 BDS ISO/IEC 27005 – Information technology – Security techniques – Information 
security risk management 

 BDS ISO 31000 – Risk management – Guidelines 

 BDS EN 31010 – Risk management – Risk assessment techniques 

 ETSI TS 102 165-1 – CYBER; Methods and protocols; Part 1: Method and pro forma for 
Threat, Vulnerability, Risk Analysis (TVRA) 



Standards for Identification and Authentication 

 ISO/IEC 11770-1 – Information technology – Security techniques – Key management – 
Part 1: Framework 

 ISO/IEC 11770-2 – Security techniques – Key management – Part 2: Mechanisms using 
symmetric techniques 

 ISO/IEC 11770-3 – Information technology – Security techniques – Key management – 
Part 3: Mechanisms using asymmetric techniques 

 ISO/IEC 11770-4 – Information technology – Security techniques – Key management – 
Part 4: Mechanisms based on weak secrets 

 ISO/IEC 11770-5 – Information technology – Security techniques – Key management – 
Part 5: Group key management 

 ISO/IEC 11770-6 – Information technology – Security techniques – Key management – 
Part 6: Key derivation 

 ISO/IEC 20889 – Privacy enhancing data de-identification terminology and classification 
of techniques 

 ISO/IEC 24760-1 – Information technology – Security techniques – A framework for 
identity management – Part 1: Terminology and concepts 

 ISO/IEC 24760-2 – Information technology – Security techniques – A framework for 
identity management – Part 2: Reference architecture and requirements 

 ISO/IEC 24760-3 – Information technology – Security techniques – A framework for 
identity management – Part 3: Practice 

 ISO/IEC 29115 – Information technology – Security techniques – Entity authentication 
assurance framework 

 ISO/IEC 29151 – Information technology – Security techniques – Code of practice for 
personally identifiable information protection 

 ISO/IEC 29191 – Information technology – Security techniques – Requirements for 
partially anonymous, partially unlinkable authentication 

 ISO/IEC 18370-1 – Information technology – Security techniques – Blind digital 
signatures – Part 1: General 

 ISO/IEC 18370-2 – Information technology – Security techniques – Blind digital 
signatures – Part 2: Discrete logarithm based mechanisms 

 ISO/IEC 20008-1 – Information technology – Security techniques – Anonymous digital 
signatures – Part 1: General 



 ISO/IEC 20008-2 – Information technology – Security techniques – Anonymous digital 
signatures – Part 2: Mechanisms using a group public key 

 ISO/IEC 20009-1 – Information technology – Security techniques – Anonymous entity 
authentication – Part 1: General 

 ISO/IEC 20009-2 – Information technology – Security techniques – Anonymous entity 
authentication – Part 2: Mechanisms based on signatures using a group public key 

 ISO/IEC 20009-4 – Information technology – Security techniques – Anonymous entity 
authentication – Part 4: Mechanisms based on weak secrets 

Standards for Encryption 

 ISO/IEC 18033-1 – Information technology – Security techniques – Encryption algorithms 
– Part 1: General 

 ISO/IEC 18033-2 – Information technology – Security techniques – Encryption algorithms 
– Part 2: Asymmetric ciphers 

 ISO/IEC 18033-3 – Information technology – Security techniques – Encryption algorithms 
– Part 3: Block ciphers 

 ISO/IEC 18033-4 – Information technology – Security techniques – Encryption algorithms 
– Part 4: Stream ciphers 

 ISO/IEC 18033-5 – Information technology – Security techniques – Encryption algorithms 
– Part 5: Identity-based ciphers 

Standards for Audits 

 ISO/IEC 27006 – Information technology – Security techniques – Requirements for 
bodies providing audit and certification of information security management systems 

 ISO/IEC 27007 – Information technology – Security techniques – Guidelines for 
information security management systems auditing 

 BDS EN ISO 19011 – Guidelines for auditing management systems 

 BDS EN ISO/IEC 17020 – Conformity assessment – Requirements for the operation of 
various types of bodies performing inspection 

Standards for Security Assessment 

 ISO/IEC 15408-1 – Information technology – Security techniques – Evaluation criteria for 
IT security – Part 1: Introduction and general model 

 ISO/IEC 15408-2 – Information technology – Security techniques – Evaluation criteria for 
IT security – Part 2: Security functional components 



 ISO/IEC 15408-3 – Information technology – Security techniques – Evaluation criteria for 
IT security – Part 3: Security assurance components 

 ISO/IEC 18045 – Information technology – Security techniques – Methodology for IT 
security evaluation 

 ISO/IEC TS 19608 – Guidance for developing security and privacy functional 
requirements based on ISO/IEC 15408 

 ISO/IEC TR 20004:2015 – Information technology – Security techniques – Refining 
software vulnerability analysis under ISO/IEC 15408 and ISO/IEC 18045 

 ISO/IEC 29134 – Information technology – Security techniques – Guidelines for privacy 
impact assessment 

 ISO/IEC 29190 – Information technology – Security techniques – Privacy capability 
assessment model 

Standards for Security in Development (as of 2019) 

 ISO/IEC CD 20009-3 – Information technology – Security techniques – Anonymous 
entity authentication – Part 3: Mechanisms based on blind signatures concepts 

 ISO/IEC 27551 – Information technology – Security techniques – Requirements for 
attribute-based unlinkable entity authentication 

 ISO/IEC PDTR 27550 – Information technology – Security techniques – Privacy 
engineering 

 ISO/IEC DIS 27552 – Security techniques – Extension to ISO/IEC 27001 and ISO/IEC 
27002 for privacy information management – Requirements and guidelines 

 ISO/IEC 27030 – Information technology – Security techniques – Guidelines for security 
and privacy in Internet of Things (IoT) 

 ISO/IEC 29184 – Information technology – Online privacy notices and consent 

Note: The standard numbers are unique and unequivocally associated with their names. Before the 
standard number, the abbreviations of the approving organizations are indicated. After the standard 
number, the year of adoption is provided. The general format is like ISO/IEC 27001:2013 or BDS 
ISO/IEC 27001:2018, indicating the same standard. Standards are reviewed by relevant 
organizations and updated every five years if necessary, with the new version superseding the 
previous one. To ensure relative stability and independence from the standard review cycle, the 
year of issuance of the standards is not specified in the regulation 

 
 

Appendix No. 2 
to Art. 6, para. 1 and 7 
CLASSIFICATIONS OF INFORMATION 



To ensure adequate and proportional protection of information relative to threats, an assessment 
is made of its importance, sensitivity, and regulatory requirements. Based on this assessment, 
information is divided into several categories. When applicable, this classification is extended to 
all resources involved in the creation, processing, storage, transmission, dissemination, and 
destruction of the information, and appropriate protection measures corresponding to the threats 
are applied. 

1. TLP (Traffic Light Protocol) – Used in the exchange of information: 

o [TLP-RED] – For specific recipients only: In the context of a meeting, for 
example, the information is restricted to those present. Most often, this 
information is transmitted verbally or personally. 

o [TLP-AMBER] – Restricted distribution: The recipient can share this information 
with others in the organization, but only if the "need to know" principle is 
observed. It is common practice for the source of the information to specify 
immediately after marking to whom the information can be shared or to foresee 
restrictions on this sharing. If the recipient of the information wishes to distribute 
it, they must consult with the source. 

o [TLP-GREEN] – Broad community: Information in this category may be widely 
distributed within a given community. However, the information cannot be 
published or posted on the internet, nor can it be carried outside the community. 

o [TLP-WHITE] – Unrestricted: Subject to standard copyright rules; this 
information may be freely distributed without limitations. 

2. Recommended Classification of Information and Requirements for Information and 
Communication Systems to Ensure Access to Information: 

2.1. "Level 0" covers public and widely accessible information (e.g., published on 
websites); implies anonymous use of the information and lack of confidentiality 
protection; corresponds to TLP-WHITE: 

o 2.1.1. Disclosure of information with "Level 0" classification is not restricted. 

o 2.1.2. Sources can use "Level 0" classification when the information poses 
minimal or no foreseeable risk of misuse, in accordance with applicable rules and 
procedures for public disclosure. 

o 2.1.3. In compliance with standard copyright rules, information with "Level 0" 
classification can be distributed without restrictions. 

2.2. "Level 1" 

o 2.2.1. Sharing of information with "Level 1" classification is restricted to a 
specific community; corresponds to TLP-GREEN. 



o 2.2.2. Sources can use "Level 1" classification when the information is useful for 
awareness within all participating organizations and for partners in the broader 
community or sector. 

o 2.2.3. Recipients can share information with "Level 1" classification with partner 
organizations within their sector or community, but not through publicly 
accessible channels; information in this category can be widely distributed within 
the community but not outside it. 

o 2.2.4. Requirements for information and communication systems: 

 2.2.4.1. Access to specific objects must be granted to specific users. 

 2.2.4.2. Users must be identified before performing any system-controlled 
actions; a secure mechanism such as identifier/password should be used for 
identity verification; no proof of identity is required upon registration. 

 2.2.4.3. Identifying information must be protected from unauthorized 
access. 

 2.2.4.4. The trusted computing system, i.e., the functionality of the 
information system that manages access to resources, must maintain an 
execution area protected from external influences and attempts to monitor 
its operation. 

 2.2.4.5. The information system must have technical and/or software 
means to periodically verify the integrity of the trusted computing system's 
components. 

 2.2.4.6. Protective mechanisms must have passed a test confirming that 
unauthorized users do not have an obvious opportunity to access the 
trusted computing system. 

2.3. "Level 2" 

o 2.3.1. Distribution of information with "Level 2" classification is permitted only 
within the organizations of the participants handling, storing, or exchanging the 
information; corresponds to TLP-AMBER with additional access restriction. 

o 2.3.2. Sources can use "Level 2" classification when the information requires 
protection to be effectively exchanged and poses a risk to privacy, reputation, or 
operations if shared outside the relevant organizations. 

o 2.3.3. Recipients can share information with "Level 2" classification with 
members of their own organization and with users or clients who need to be aware 
of it to protect themselves or prevent further damage; sources have the right to set 
additional planned sharing limits that must be observed. 

o 2.3.4. Requirements for information and communication systems – in addition to 
the requirements for the previous level: 



 2.3.4.1. Electronic signature certificate should be used as a mechanism for 
identity verification, whether issued for internal needs within a public key 
infrastructure or from an external certification service provider. 

 2.3.4.2. Upon issuing the certificate, the issuing authority verifies essential 
data about the user's identity without the need for their physical presence. 

 2.3.4.3. The trusted computing system must ensure mandatory access 
control to all objects. 

 2.3.4.4. The trusted computing system must ensure mutual isolation of 
processes through address space separation. 

2.4. "Level 3" 

o 2.4.1. Information with "Level 3" classification is not for disclosure and its 
distribution is restricted to participants handling, storing, or exchanging the 
information; corresponds to TLP-RED. 

o 2.4.2. Sources can use "Level 3" classification when the information cannot be 
effectively exchanged with other parties and could impact privacy, reputation, or 
operations if misused. 

o 2.4.3. Recipients cannot share information marked with "Level 3" with any party 
outside the specific exchange, processing, or storage; access to information with 
"Level 3" classification is limited to those involved in its handling; in most cases, 
information with "Level 3" should be transmitted personally. 

o 2.4.4. Requirements for ICT systems – in addition to the requirements for the 
previous level: 

 2.4.4.1. Only a universal electronic signature certificate should be used as 
an identification mechanism. 

 2.4.4.2. The issuance of the certificate should guarantee the physical 
identity of the person. 

 2.4.4.3. The trusted computing system must be verified for resistance to 
penetration attempts. 

 2.4.4.4. Communication between the user and the system must occur over 
encrypted channels using Transport Layer Security (TLS) protocol version 
1.2 or higher, with a minimum encryption key length of 256 bits. 

 2.4.4.5. The trusted computing system must have a mechanism for logging 
attempts to breach security policies. 

Appendix No. 3 
to Art. 7, para. 3 



RISK ANALYSIS AND ASSESSMENT FOR THE SECURITY OF INFORMATION AND 
COMMUNICATION SYSTEMS 

I. INTRODUCTION 
Risk management for the security of information and communication systems is part of the 
network and information security management policy. 
In essence, risk management is a set of processes for identifying potential threats to information 
carriers and assets involved in the provision of electronic services, analyzing and assessing risks 
arising from these threats. 

II. DEFINITIONS 
Confidentiality – the property of information to not be made available or disclosed to 
unauthorized individuals (Definition 2.12 ISO/IEC 27000). 
Integrity – the quality of information regarding accuracy and completeness (Definition 2.40 
ISO/IEC 27000). 
Availability of information – the quality of being accessible and usable upon request by an 
authorized person (Definition 2.9 ISO/IEC 27000). 

III. OBJECTIVES 

1. Objective of Risk Management Process 
To minimize losses from potential undesirable events arising from threats to the security 
of networks and information systems that could impact the confidentiality, integrity, and 
availability of information created, processed, transmitted, and destroyed through them. 

2. Objective of Risk Analysis and Assessment Methodology 
The methodology aims to provide a general approach to analyzing and assessing the risk 
for the security of information and communication systems provided by various 
administrations, with the goal of obtaining comparable, relatively objective, and 
repeatable results by: 
2.1. Regulating activities and their sequence in the risk analysis and assessment of 
electronic services; 
2.2. Defining criteria; 
2.3. Determining risk priorities. 

RECOMMENDED METHODOLOGY 

I. STAGES OF RISK ANALYSIS AND ASSESSMENT 

Risk analysis and assessment are part of the risk management process and are based on 
knowledge of all components relevant to the objectives. 
For the purposes of network and information system security management, the following should 
be done: 
a) Identify all objects and subjects directly or indirectly involved in the activities covered by this 
regulation (information and communication systems with associated hardware, software, and 
documentation, supporting systems (power supply, climate control, etc.), operational 
processes/activities, employees, and external organizations), collectively referred to as 
"information assets"; 
b) Identify and analyze all potential undesirable events with them, collectively referred to as 



"threats," which could lead to a loss of confidentiality, integrity, and availability of electronic 
services and/or information within them; 
c) Assess the likelihood of these events occurring, taking into account the weaknesses 
(vulnerabilities) of the information assets and the measures that have been taken to address them; 
d) Assess the impact (resource losses (time, personnel, and money), non-compliance with 
regulatory and legal requirements, damage to reputation, failure to meet strategic and operational 
goals, etc.) of the possible occurrence of these undesirable events despite the measures taken; 
e) Assess the security risk; 
f) Identify risk mitigation measures with high priority. 
A risk register is used in risk analysis and assessment. A sample risk register is provided at the 
end of this appendix. 

1. Identification of Information Assets 
All information assets relevant to the scope of this regulation are recorded in the risk 
register: 
a) Information systems; 
b) Hardware devices used to implement information systems; 
c) Software used to implement information systems; 
d) Databases, including personal data as defined by GDPR; 
e) Event logs (logs, journals) of information systems; 
f) Documentation of information systems (operational and user documentation); 
g) Communication systems; 
h) Hardware devices used to implement communication systems; 
i) Firmware of these devices; 
j) Communication system software; 
k) Event logs (logs, journals); 
l) Documentation (operational and user); 
m) Supporting systems (power supply, climate control); 
n) Systems for controlling physical access and the environment; 
o) Processes/activities related to the management, operation, and maintenance of 
information and communication systems; 
p) Documentation of these processes and activities; 
q) Employees responsible for the management, operation, and maintenance of information 
and communication systems; 
r) External organizations related to the management, operation, and maintenance of 
information and communication systems; 
s) Other. 

2. Identification of Threats 
For each of the information assets in the risk register, threats/undesirable events that could 
lead to a breach of confidentiality, integrity, and availability of information are recorded. 
All potential threats, whether arising internally or externally, accidentally or intentionally, 
should be considered, taking into account the vulnerability of the information asset to the 
corresponding threat. 
Examples of threats are provided at the end of this appendix. 
In the risk register, for each threat, the measures taken against it are recorded. 



3. Assessment of Impact 
For each threat in the risk register, the assessment of its impact – the damages (material 
and immaterial) that a given threat could cause if realized – is recorded. 
A five-point scale from 1 to 5 is used for impact assessment, where 1 denotes minor 
damage and 5 denotes the most severe damage. 

4. Assessment of Likelihood 
The likelihood of a given threat occurring is determined, taking into account existing 
measures. The more protective measures are in place, the lower the likelihood of the 
threat occurring. The following factors are considered in the likelihood assessment: 
a) For deliberate threats: required skill level, ease of access, incentive, and necessary 
resources; 
b) For accidental threats: the year of hardware and software production, level of their 
maintenance, qualifications of the maintenance personnel, resource provision for 
operational processes, control over them, etc. 
In the risk register, the assessment of the likelihood for each threat is recorded. 
A five-point scale from 1 to 5 is used for likelihood assessment, with reference to a 
specific period, such as one year: 
1 – the likelihood of the threat occurring is below 10%; 
2 – the likelihood of the threat occurring is between 10% and 30%; 
3 – the likelihood of the threat occurring is between 30% and 50%; 
4 – the likelihood of the threat occurring is between 50% and 70%; 
5 – the likelihood of the threat occurring is above 70%. 

5. Risk Assessment 
The risk assessment is obtained using the following formula: 
(Impact Assessment x Likelihood Assessment) = Risk Assessment 

6. Risk Prioritization 
To apply proportional protection mechanisms based on threats, risks are prioritized based 
on their assessment and the following thresholds: 

Risk Priority 
Risk Assessment 

1 
From 17 to 25 

2 
From 8 to 17 

3 
From 1 to 8 

7. Risk Mitigation 
It is assumed that for risks with priority 3, no additional mitigation measures are required. 
For risks with priority 2, an analysis of possible measures to mitigate them is conducted, 
and it is assessed whether the cost of implementing them is proportional to the damages 
from the realization of the threat. If the damages exceed the costs, a responsible person 



and a timeline for implementing these measures are determined. 
For all risks with priority 1, responsible persons are designated, measures are planned to 
reduce the risk of realizing the specific threat, and timelines for their implementation are 
set. 

II. FOLLOW-UP ACTIONS 

The responsible persons for the respective risks organize the implementation of planned 
protective measures and monitor incidents and damages related to them. If necessary, they initiate 
a new risk analysis and assessment for the threat. 
The administration's management organizes periodic risk analysis and assessment, at least once a 
year, and whenever there is a change in the information and/or communication infrastructure or 
changes in administrative structure and functions. 

RECOMMENDED RISK REGISTER 
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POTENTIAL THREATS 

 Degradation of storage media 

 Errors in technical maintenance 

 Transmission errors 

 Electromagnetic radiation 

 Malicious software 

 Resource abuse 

 Use of unauthorized programs and data 

 Theft 

 Masking of user identification (illegal access) 

 Unauthorized access to computers, data, services, and applications 

 Unauthorized access to storage media 



 Incorrect (faulty) routing/redirection of messages 

 Denial (non-repudiation) 

 Damage to communication equipment and services 

 Eavesdropping 

 Fire, flood 

 User error 

 Administrator error 

 Power interruption/damage (electricity and climate control) 

 Traffic overload 

 Natural disasters 

 Cyberattack 

 Software problems 

 Technical failure (network, system hardware) 

Appendix No. 4 to Article 22, Paragraph 6 CONFIGURATION REQUIREMENTS 

1. Disable macros in office suites. 

2. Disable pop-ups in browsers. 

3. Configure the AutoPlay function to always request user confirmation. 

4. Set User Account Control to the highest level so that it always issues warnings. 

5. When sharing files and printers, avoid using the Everyone setting and specify exactly 
which accounts should have access. 

6. Disable the TRACE/TRACK method. 

7. Disable anonymous authentication. 

8. Use Unicast Reverse-Path Forwarding (uRPF) to prevent the use of fake IP addresses and 
rate-limiting to restrict the number of IP address requests. 

9. Disable TLS renegotiation in systems using TLS or configure a rate-limiter to limit the 
number of session renegotiations. 

10. Configure systems so that error messages do not provide excessive information. 

11. Do not use AutoComplete. 

12. Use browser add-ons to block advertising content. 



 
Appendix No. 5 to Article 24, Item 13 REQUIREMENTS FOR RESPONSE HEADERS OF 
WEB SITE REQUESTS 

1. Response headers should not contain information about the platforms and versions of the 
software used. 

2. Response headers should include the following options: 

o HTTP Strict Transport Security (HSTS): Policy according to RFC 6797 of 
IETF from 2012, which forces the client's web browser to connect directly via 
HTTPS when revisiting the website; recommended cache max-age value is at least 
six months. 

o X-Content-Type-Options: Instructs the user's browser to strictly follow the 
MIME type defined in the Content header; the only valid value is "X-Content-
Type-Options-nosniff." 

o X-XSS-Protection: Configures the XSS filter built into most browsers to prevent 
some types of XSS attacks; recommended value "X-XSS-Protection: 1; 
mode=block." 

o X-Frame-Options: Instructs the browser not to include the web page in a 
frame/iframe on other web pages; recommended value "X-Frame-Options: 
SAMEORIGIN." 

o Content-Security-Policy: Prevents a wide range of attacks, including Cross-site 
scripting and other cross-site injections. 

o Referrer-Policy: Allows the site to control how much navigation information is 
included in the browser outside the document. 

o Feature-Policy: Allows the site to control which features and application 
programming interfaces (APIs) can be used in the browser. 

o HTTP Public Key Pinning (HPKP): A security mechanism that allows HTTPS 
websites to protect against imitation by attackers using improperly issued or 
fraudulent certificates. 

Appendix No. 6 to Article 3, Paragraph 2, Item 2 RECOMMENDED FUNCTIONS OF 
THE EMPLOYEE/UNIT RESPONSIBLE FOR NETWORK AND INFORMATION 
SECURITY 

1. Leads activities related to achieving a high level of network and information security and 
the goals set out in the Subject's policy under Article 4. 

2. Participates in the development of policies and documented information. 



3. Monitors compliance with internal rules as defined in Article 5, Paragraph 1, Item 6, and 
the application of laws, subordinate regulations, standards, policies, and rules for network 
and information security. 

4. Advises the management of the Subject regarding information security. 

5. Oversees periodic risk assessments for network and information security. 

6. Prepares reports on the state of network and information security within the 
administrative unit periodically (at least once a year) and presents them to the 
management. 

7. Coordinates training related to network and information security. 

8. Organizes checks for the currency of incident response plans and plans for action in case 
of emergencies, natural disasters, or other force majeure circumstances. Analyzes the 
results and organizes modifications to the plans if necessary. 

9. Maintains connections with other administrations, organizations, and experts working in 
the field of information security. 

10. Monitors the accurate maintenance of the incident register. 

11. Notifies the relevant sectoral incident response team in accordance with Article 31, 
Paragraph 1 (incident notification) of this regulation. 

12. Organizes analysis of network and information security incidents to identify their causes 
and implement measures to address them to reduce similar incidents and mitigate losses. 

13. Monitors updates to used software and firmware. 

14. Monitors the emergence of new cyber threats (viruses, malware, spam, attacks, etc.) and 
proposes appropriate countermeasures. 

15. Organizes and collaborates in vulnerability testing of information and communication 
systems and suggests measures for addressing identified issues. 

16. Organizes and cooperates in audits, inspections, and surveys, and submits the results to 
the relevant national competent authority. 

17. Proposes sanctions for individuals who violate network and information security 
measures 

Appendix No. 7 
to Article 31, Paragraph 2 
INCIDENT NOTIFICATION to the Sectoral CSIRT 

Required Information 
Details 
Data 



(within 2 hours) 

Person submitting the notification 
Name, Surname 

Your phone number 
(GSM) 

Your email address 

Organization 
Name of the organization affected by the incident 

Contact Person (for incident resolution purposes) 
Name, phone number, and email address of a competent person from the organization who can 
provide additional information if needed 

Date and Time 
Enter the date and time of the incident occurrence; if not possible, enter the date and time of its 
discovery 

Type of Incident 

 Virus 

 Trojan 

 Botnet 

 Dos/DDos 

 Malware 

 Port Scan 

 Spam 

 Phishing 

 Pharming 

 Probe 

 Crack 

 Copyright 

 Ransomware 

 Defacement 

 Exploiting known Vulnerabilities 



 Application Compromise 

 Login Attempts 

 SQL injections 

 Unknown 

 Other 

Brief Description of the Incident 
Enter a brief description of the incident, including any practical/technical information (provide 
this information if available) 

Cross-border Impact 

 Enter information on any potential cross-border impact and specify the countries 

 Enter information on the services affected 

Impact on Other Critical Services 
Enter information on which other critical services might be impacted 

Affected System (fill in if available) 

 IP Address: 

 DNS: 

 Operating System: 

Source of the Attack (fill in if available) 

 IP Address: 

 DNS: 

Actions Taken 
Describe the initial actions taken so far – within 2 hours of detecting the incident 

Public Disclosure 
According to the administration’s communication strategy 

within 5 working days 

Attack Mechanism 
Describe the mechanism of the attack 

Actions Taken 
Detail the actions taken to resolve the incident 

Need for Corrective Actions 



 Is there a need to change firewall settings, WAF, or other security settings? 

 Change of security policy, if necessary 

 Staff training 

Artifact Analysis 
Describe the results of the artifact analysis, if any artifacts have been identified, and the tools 
used for this. 
Send a copy of the artifacts 

Public Disclosure 
According to the administration’s communication strategy 

Note: Additional information should be provided if necessary. 

Appendix No. 8 
to Article 31, Paragraph 3 
SUMMARY STATISTICAL INFORMATION ON INCIDENTS 
from the Sectoral CSIRT to the National CSIRT 

Category 
I/II/III/IV Quarter of 

the Current Year 
Total for the 
Current Year 

Signals Received   

• Received Signals   

• Affected IP Addresses   

• Emails Sent   

• Registered on the Website   

Not all signals are registered as incidents   

Priority of Registered Incidents   

• High   

• Medium   

• Low   

• Total 0 0 

The determination of the priority of incidents is 
done according to Appendix No. 7 

  

Types of Incidents   

• Fraud   

• Malicious Code   

• Abusive Content (Spam)   

• Availability (DDoS)   

• Intrusion Attempts   

• Information Gathering   

• Intrusions   



Category 
I/II/III/IV Quarter of 

the Current Year 
Total for the 
Current Year 

• Information Security   

• Vulnerable   

• Other   

• Botnet   

Total: 0 0 

Incident classification is done according to the 
ENISA taxonomy specified in Appendix No. 7 

  

Affected IP Addresses by Type of Incident   

• Fraud   

• Malicious Code   

• Spam   

• Botnet   

• Availability (DDoS)   

• Intrusion Attempts   

• Information Gathering   

• Intrusions   

• Vulnerable   

• Other   

Affected IP Addresses: 0 0 

 Appendix No. 9 
Classification of Incidents and Priority 

Class Type of Incident Priority Description/Example 

Abusive 
Content 

Spam Low 

"Unsolicited electronic mail." The use of an 
electronic communication medium (the 
internet) to send unsolicited messages in bulk. 
Spam messages are sent as part of a larger 
collection of messages, all with identical 
content. 

 Harassment Low 
Defamation or discrimination against someone 
(e.g., cyberstalking). 

 Child/sexual/violence/... High 
Child pornography, glorification of violence, 
etc. 

Malicious 
Code 

Virus Medium 
Software intentionally installed in systems 
with harmful intent. User action is required to 
activate the code. 

 Worm Medium  

 Trojan Medium  

 Spyware Medium  



Class Type of Incident Priority Description/Example 
 Dialer Medium  

Information 
Gathering 

Scanning Medium 

Attacks that send requests to a system to find 
vulnerabilities. This includes some types of 
tests to gather information about hosts, 
services, and accounts. Examples: fingerd, 
DNS queries, ICMP, SMTP (EXPN, RCPT, 
etc.). 

 Sniffing Low 
Monitoring and recording network traffic 
(wiretapping). 

 Social engineering Low 
Gathering information from individuals 
without using technical means (e.g., lies, 
tricks, bribes, or threats). 

Intrusion 
Attempts 

Exploiting known 
vulnerabilities 

Medium 

Attempting to compromise a system or disrupt 
the integrity of a service using a vulnerability 
with a standardized identifier, such as a CVE 
name (e.g., buffer overflow, backdoors, cross-
site scripting, etc.). 

 Login attempts Medium 
Multiple attempts to log in to a system (e.g., 
guessing/cracking of passwords, brute force). 

 New attack signature Low An attack attempt using new techniques. 

Intrusions 
Privileged account 
compromise 

Medium 

Successful breach of a system or application 
(service). This can be caused remotely using 
known or new vulnerabilities, as well as 
locally by unauthorized individuals. 

 Unprivileged account 
compromise 

Medium  

 Application compromise Medium  

Availability DoS High 

In this type of attack, the system is bombarded 
with so many packets that processes are 
slowed or the system crashes. Examples of 
remote DoS include SYN- and PING-
flooding, email bombing, etc. (DDoS: TFN, 
Trinity, etc.) However, availability of services 
can also be affected by local actions 
(destruction, power interruptions, etc.). 

 DDoS High  

 Sabotage High  

Information 
Security 

Unauthorized access to 
information 

Medium 

Besides local data and system abuse, 
information security can also be threatened by 
successful compromise of accounts and 
applications. Additionally, attacks that 
intercept and access information during 



Class Type of Incident Priority Description/Example 
transmission (eavesdropping, tampering, or 
interception) are possible. 

 
Unauthorized 
modification of 
information 

Medium  

Fraud 
Unauthorized use of 
resources 

Medium 

Using resources for unauthorized purposes, 
including financial gain (e.g., using email for 
illegal spam, participating in pyramid schemes 
for data and financial extraction). 

 Copyright Low 
Sale and installation of unauthorized copies of 
commercial software or other commercially 
protected materials (Warez). 

 Masquerade High 
Types of attacks where one person illegally 
assumes the identity of another to exploit 
them. 

 Phishing High 

Attack where a copy of a legitimate web page 
is created to lure victims into entering 
personal or confidential information. The 
entered data is then used for illegal activities. 

Other 
All others | Low | For all incidents that do not fall into the above classification scheme. 

 


